COUNTY OF LOS ANGELES

CHIEF INFORMATION OFFICE

500 WEST TEMPLE STREET
493 HALL OF ADMINISTRATION
LOS ANGELES, CALIFORNIA 90012

JON W. FULLINWIDER TELEPHONE: (213) 974-2008
CHIEF INFORMATION OFFICER FACSIMILE: (213) 633-4733

September 10, 2002

To: Supervisor Zev Yaroslavsky, Chairman
Supervisor Yvonne Brathwaite Burke, Chair Pro Tem
Supervisor Gloria Molina
Supervisor Don Knabe
Supervisor Michael D, Antangvich

From: Jon W. Fuuini,m-r_tgar_/;f _
Chief Informatior‘\ Hser
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT - STATUS

During your meeting of June 19, 2001, your Board directed the Chief Administrative Officer and
the Chief Information Officer to report on Health Insurance Portability and Accountability Act of
1996 (HIPAA) initiatives undertaken by the County. Attachment A is a matrix of HIPAA-related
contract expenditures. Attachment B provides a summary of expenditures with the Internal
Services Department (ISD) related to HIPAA. Attachment C is an overall summary of the
County’s HIPAA compliance efforts to date, including Transactions and Code Sets, Privacy, and
Security. Attachments D, E, F, and G are the work plans for the County’s HIPAA compliance
activity.

On August 8, 2002, the Department of Health and Human Services (HHS) finalized significant
changes to the HIPAA Privacy rules. The final rules were essentially consistent with provisions
described in a memo to your Board on May 16, 2002, by Lioyd W. Pellman, County Counsel.
His memo was provided as Attachment H to the June 2002 HIPAA status report.

The changes to the Privacy rules did not change the privacy compliance deadline; it remains
April 14, 2003. The rule changes do, however, have a significant impact on the work of the
Los Angeles County HIPAA Compliance Task Force. Under the original Privacy rules, 13
County Departments were believed to be subject to HIPAA Privacy rules. The revised rules
clarify that healthcare provider or payer organizations that perform any of the HIPAA specified
transactions electronically are subject to the Privacy rules. Provider or payer organizations that
do not perform the HIPAA transactions electronically may choose whether or not they want to be
subject to the Privacy rules.
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In Los Angeles County, the Department of Health Services (DHS), the Department of Mental
Health, and the Probation Department’s (Probation) Kirby Center all perform HIPAA transactions
electronically and are therefore subject to the HIPAA Privacy rules. The remaining 10 County
departments participating in the HIPAA Compliance Task Force have a choice. After extensive
analysis with the involved departments and consultations with Foley-Lardner, the County’s
outside counsel for HIPAA matters, the Task Force’s recommendation for seven of the 10
departments is that they elect not to be subject to HIPAA. The HIPAA Task Force
recommendation and input from Foley-Lardner identify five departments that function as support
organizations and are therefore subject to the “Business Associate” provisions of the Privacy
rules. Attachment C describes the recommendation for each of the departments involved in the
HIPAA Compliance Task Force. Foley-Lardner is preparing a letter providing their assessment
of the recommendations which will be forwarded to your Board. Subsequently, a Board letter will
be submitted recommending your Board's approval and adoption of the HIPAA
recommendations.

Electronic Transactions and Code Sets

DHS, DMH and the Kirby Center in Probation are subject to the Transactions and Code Sets
(TCS) rules. Probation’s HIPAA Transaction-related issues are relatively minor since DMH
executes the one and only HIPAA Transaction used by the Kirby Center on Probation’s behalf.

The current deadline for compliance with the Transactions and Code Sets (TCS) rules of HIPAA
is October 16, 2002. The CIO advised the Board in an August 23, 2002, letter that the CIO will,
on behalf of the County and before October 1, 2002, file an electronic request to extend the TCS
deadline to October 16, 2003. In order to apply for an extension, the County must have a planto
achieve compliance by October 16, 2003, and begin testing compliant transactions by April 16,
2003. The County must also have funding to support the compliance plan. The County’s
application for extension will combine the plan and funding information from DHS and DMH into
a single application. Probation will also be included under the extension application. However,
they will become TCS compliant through the compliance activities implemented by DMH. As
mentioned above, DMH processes their claim transactions therefore a separate plan is not
necessary. On September 3, 2002 your Board approved a contract with Sierra Systems, Inc. to
provide a TCS compliant solution that includes some elements of HIPAA Privacy and Security as
they relate to the “integrated system” to be delivered. This project has an aggressive time line
driven by the requirement to begin testing HIPAA compliant transactions by April 16, 2003.

DHS is in a different position than DMH with regard to TCS compliance. DHS hospitals and
associated clinics all use the QuadraMed Affinity hospital information system. The “M1 release”
of Affinity is considered “HIPAA compliant” in that it captures and stores required HIPAA data
elements in the required format for the HIPAA required transactions. The “M1 release” is already
in testinag at some DHS facilities. Clearinghouse services already in use will enable DHS to
produce claims and receive remittance advice transactions with minimal change to business
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processes. One pair of transactions for eligibility and enrollment may require the purchase of
new packaged software and that is being evaluated.

DHS has recently reorganized its HIPAA compliance project and has identified a manager to
provide leadership for TCS compliance activities in hospitals and clinics, Public Health Programs
and Services (PHP&S), and the Office of Managed Care (OMC). Each of these areas has
different TCS compliance issues and systems environments, and though there is now
designated departmental coordination, they do have fundamentally different tasks and
challenges in achieving HIPAA compliance. The DHS TCS compliance work plan is being
revised to incorporate consultant recommendations and is in review. It is also being updated to
reflect work already accomplished.

OMC has been evaluating outsourcing its information processing functions to a service provider
that has a system that will be compliant. This reduces their TCS compliance task to policy and
procedure modifications, if this strategy is successful. They can be made compliant in their
current environment if outsourcing isn’t feasible, but that is a less satisfactory approach since
their current system does not fully meet their business needs and must be replaced or
outsourced.

PHP&S has relatively low transaction volumes and three, possibly four systems will need to be
brought into compliance. Three of the identified systems are known to need modification to be
brought into compliance. PHP&S knows the tasks required to achieve compliance and is
working with the vendors that provide software maintenance services to make required system
changes. The DHS HIPAA Compliance TCS Consultant, Fox Systems, Inc., and DHS have not
reached agreement regarding the need for changes to the fourth system to achieve compliance;
the system’s analysis is continuing.

The State of California took a preliminary position that DHS must submit itemized claims for
reimbursement for patient services in order to comply with HIPAA. DHS currently bills for patient
services on an all inclusive rate basis (all services and supplies included in a single charge per
visit or inpatient day). DHS sent a letter to the State of California on March 7, 2002, taking a
position that DHS can and will continue its present practice of all-inclusive billing and fully comply
with HIPAA TCS rules. The State has subsequently stated that they concur with the DHS
position and will work with DHS to determine the appropriate coding to allow DHS to continue all-
inclusive billing.

For both DMH and DHS, completion of testing will be dependent upon State and federal
contracted fiscal intermediaries. The State has decreased funding for HIPAA compliance. The
State and their fiscal intermediary’s preparations for HIPAA compliance and related testing are
beyond the County’s control, but could impact the County’s ability to complete required testing.
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The Auditor-Controller (AC), Internal Services Department (ISD), and Treasurer and Tax
Collector (TTC) do not perform any of the HIPAA transactions themselves, but they do assist
and participate in the execution of some of these transactions with DHS and DMH. Based on an
August 30, 2002, conference call with Foley-Lardner, these three departments will be subject to
the Business Associate provisions of the Privacy rules. The letter that Foley-Lardner is
preparing will address recommendations defining the requirements for these departments to
comply with HIPAA rules.

HHS issued proposed changes to the TCS rules on May 31, 2002. The proposed changes are
technical in nature, for example, making some data elements optional rather than required, and
do not in any substantial way change the TCS compliance task.

National Identifiers

The complete set of HIPAA rules for national identifiers for individuals, providers, and
clearinghouses have not been finalized. The final national identifier rules for employers were
finalized on May 31, 2002. The proposed identifier rules for health plans were anticipated to
have an August 2002 release, but have not been published to date. The national identifier for
individuals is on hold indefinitely.

Privacy

The Privacy regulations compliance date remains April 14, 2003, approximately eight-months
away.

Interviews have been conducted for the County Information Privacy Officer (CIPO) and a
selection is anticipated before the next status report. This is a very important step to achieving
HIPAA compliance. OHS and County Counsel participated in the interview process for the
CIPO.

As requested in a letter | sent to DHS, DMH, and the Sheriff recommending that they name a
Departmental Privacy Officer or Privacy liaison to function as a liaison to the CIPO, all three
departments have identified someone for that role. However, the recent revisions in the Privacy
rules places the Sheriff among the departments that are judged not subject to HIPAA, because
the do not generated any of the “HIPAA covered transactions”.

The Chief Administrative Office’s Service Integration Branch (SIB) and County Counsel (CC)
have not been previously identified as impacted by HIPAA. Based on the conference call with
Foley-Lardner on August 30, 2002, it appears that both will be subject to the Business Associate
provisions of the Privacy rules to the extent that they come into contact with Protected Health
informatlon in the course of thelr work. This will be addressed in the leller being prepared by
Foley-Lardner.
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Security

The final rules for Security are not yet published. HHS announced they would be ready for an
August 2002 release, but they have not appeared and reports are circulating that release is more
likely near the end of 2002.

While the HIPAA Security Rules are expected to apply to the same departments as the Privacy
Rules, a “County Overall Status” category has been introduced in Attachment C because
Security planning is being conducted at the County level and it would be awkward, and probably
misleading, to attempt to report status on HIPAA Security department-by-department. Both DHS
and DMH have completed security assessments as part of their overall HIPAA assessments and
both are involved in countywide security planning.

The County has not waited for the final HIPAA Security rules to get started. The County’s Cyber
Terrorism Task Force is working towards a comprehensive, coherent security program. Security
will be a continuing responsibility of the County as long as we have information assets that can
be compromised.

Critical to this continuing security program is hiring a Chief Information Security Officer (CISO)
for the County. The bulletin for the CISO was posted on August 9, 2002. DHR posted a
bulletin for an Information Security Specialist, a supporting position to the CISO, on May 20,
2002, and a certification list has been generated.

County Actions and Planned Expenditures

Contract work authorized to date for HIPAA-related activities totals $11.4 million. This does not
include the $19.1million anticipated for the DMH TCS contract on the September 3, 2002, Board
Agenda. Of this amourit, $4.7 million was spent on or before August 22, 2002. There are
consultant deliverables in the review and approval process and remediation activity in DHS is
increasing, so the amount spent can be expected to increase by the next report.

The next HIPAA Status Report to the Board will be submitted on December 2, 2002.
If you have questions or require additional information, please contact me at (213) 974-2008.
JWF:BG:ygd
Attachments
c: Chief Administrative Officer
Executive Officer, Board of Supervisors

Department Heads
Information Systems Commission
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ATTACHMENT C
(VERSION II)

KEY IS NOT COLOR COLDED
(COLOR PRINTER NOT REQUIRED)
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